[Tpunoxenue 1
k [Ipukazy Ne 21-12-30 ot «30» nekadps 2021 r.
«O06 ompeeneHru  YPOBHS 3aIUTHI HHHOPMAITHN

Pexomenpganuu KJIMeHTaAM B 00JIaCTH 3alUTHI MH(pOpPMANUU OT BO3/AeiiCTBUS BPEIOHOCHBIX
MPOrpaMM, KOTOPbIe MOTYT NMPUBECTH K HAPYIIeHUI0 (YHKIIMOHNPOBAHNS ANMAPATHBIX CPEJICTB, B IEIAX
NMPOTHBOAEHCTBUA HE3AKOHHBIM (PMHAHCOBBIM ONepPaANUAM

OO011ecTBO C OrpaHMYEHHONW OTBETCTBEHHOCTHIO «YTpaBistomas kommanus «Oxumn Kanurany (manee
— «Opranuzanys») peKOMeHyeT CBOMM KIMEHTaM MpeIIpUHIMATh CIeAYIOLIIe MEPHI 110 3a1uTe HHHopManun
OT BO3JEHCTBUS MPOTPAMMHBIX KOJOB, NPUBOIAMIMX K HAPYIICHHIO LITATHOIO (YHKIMOHHPOBAHUS CPEICTB
BBIYMCIUTEIBHON TEXHUKH (Z1anee - BpeAOHOCHBIH KOJ), B LIEJISIX MPOTUBOJICHCTBUS HE3aKOHHBIM (DMHAHCOBBIM
oTnepanusm:

- HCIIOJIb30BAaHWE Ha YCTPOWCTBAaX, HCHONb3YeMbIX s (DMHAHCOBBIX OIEpPalMi, HWCKIIOUUTEIHHO
JIMLEH3UOHHOI'O IPOrPaMMHOT0 00eCTICUeHNS;

- WCIOJB30BaHHE CHEIHANTM3UPOBAHHOTO MPOTPAMMHOTO OOECICUCHHUs, 00ECIEUNBAIOIIETO 3allUTy
YCTPOMCTB OT BPEAOHOCHBIX MPOTrPaMMHBIX KOAOB, IPUBOASIINX K HAPYLICHUIO IITATHOTO (YHKIIMOHUPOBAHUS
CPEICTB BBIYMCIUTEIbHON TEXHUKH (AHTUBUPYCHBIX IIPOTPAMMHBIX KOMIIJIEKCOB);

- peryispHoe OOHOBJIEHHE OE30MAaCHOCTH OIEPAllMOHHBIX CHCTEM YCTPOWCTB M AHTHBUPYCHBIX 0a3
JTAHHBIX aHTUBUPYCHBIX MMPOTPAMMHBIX KOMITJIEKCOB;

- aHTUBUPYCHBIA KOHTPOIb JIF000W MH(MOpMAINH, MMONIyYaeMOil W TepeJaBaeMOi C HCIIOIb30BaHUEM
YCTPOHCTBA IO TEIEKOMMYHHKAIIMOHHBIM KaHajlaM, a Takke HH(QOpMalKu Ha TOAKIIOYaeMBIX K yCTpOicTBaM
CBEMHBIX HOCUTESIX (MarHUTHBIX, CD-mauckax, DVD-nuckax, USB-nakonurensx u T.11.);

- OrpaHMYCHUE BO3MOXXKHOCTM HHCTAUILILIMU B MaMITh YCTPOWCTB, C HCIHOJNB30BAaHMEM KOTOPBIX
COBEPIIAIOTCA JCHCTBUSL B LEMAX OCYLIECTBICHUS (DHMHAHCOBBIX OINEPALUif, MPOTpaMM U KOMIIOHEHTOB,
MOJTyYEHHBIX U3 HEHAIEKHBIX HCTOUHUKOB,;

- IpeJI0TBpalIeHUE TPUMEHEHHUS YCTPOUCTB, UCTIONIL3YEMBIX JIJIsl (YUHAHCOBBIX OTNEPAIUid, sl paboThI ¢
COMHUTEJBHBIMU M Pa3BJIeKaTelIbHBIMU CaliTaMu B ceT VIHTepHET (MTpOBbIe CalThI, CAlThl 3HAKOMCTB, CAWTHI
pacrpocTpaHeHus MPOrpaMMHOTO 00ecTiedeHus], MyJTbTHMEANHHOTO KOHTEHTa, COMAIbHBIC U (paiiiooOMeHHbIe
CeTH U T.IL.);

- IpeA0TBpAaIleHIE TOAKIIIOYEHHUS yCTPOHCTB, HCIOIb3YEMBIX AJIs1 (YUHAHCOBBIX ONEPALMiA, K OTKPBITHIM
NyOJIMYHBIM M HENPOBEPEHHBIM IPOBOJIHBIM M OECHpOBOAHBIM ceTsM (Kade, OTenu, MapKH, BOK3aJIbl H
a’pOTOPTHI);

- 3ampeT 3aIyCKa/OTKPBITUS (paijIoB, 3arpy>KEHHbIX C HEHAJEKHBIX CalTOB B ceTu VHTEpHET W/Miu
MOJYYEHHBIX OT HEM3BECTHBIX a/IPECcaToOB, MJIH B CIIy4yae COMHEHHH B MX IMOJIMHHOCTH;

- B cly4ae OOHapyXeHHsl CpeJICTBAMH aHTUBUPYCHOW 3allUTHl BPEJOHOCHOIO KOJa - HEOO0XOIUMO
HEMeJJIEHHO MPHOCTaHOBUTH paboTy ¢ cepBrcamMil (PMHAHCOBBIX OpraHU3allni, IPOKOHTPOIMUPOBATE OTCYTCTBHE
HECaHKLMOHUPOBAHHBIX ACHCTBUI, IPOBECTH AOIOIHUTENBHYIO IPOBEPKY HAa NPEAMET YCTPAHEHHUS BBISIBIICHHOM
npoOJeMbl, a MPH HAIWYHU JIIOOBIX IOJI03PEHHH B BO3MOXKHOCTH HE3aKOHHBIX (DMHAHCOBBIX OIEpanuid —
HEOOXOJIMMO He3aMeIUIUTENFHO OOpaTUThCS B (PMHAHCOBBIC OPraHW3AIMH JIJIsl OCYIIECTBICHUS MPOIEIYp MO
OJIOKMPOBKE AOCTYMA K CEpBUCAM HIIH 3aMEHBI IIapoJIeH.






