[Ipunoxenue 3
k [Ipukazy Ne 21-12-30 ot «30» nekadps 2021 r.
«O06 ompeeneHUu  YPOBHS 3aIUTHI HHHOPMAITHN

Nudpopmanusi 0 Mmepax no npeaoTBPALIEHNI) HECAHKUMOHUPOBAHHOIO AOCTYNA K 3aIUMIAECMOM
uHopMannu, B TOM 4Yucie NpHU yTpare (MOoTepe, XUIEHNH) KIUEHTOM YCTPOiicTBa, ¢ UCNOJIb30BAHUEM
KOTOPOIr0 MM COBEpPLIAJUCH [eiicTBMS B LeJsiX ocyulecTBJeHuss (UHAHCOBOH omepaunmu,
KOHTPOJII0 KOH(PUTYpaUMH YCTPOICTBA, ¢ HCNOJIb30BAHHEM KOTOPOIro KJIHEHTOM COBEPUIAIOTCS el CTBUS
B IeIsIX OCYIIecTBJIeHUs] (PMHAHCOBOW omepanuu, U CBOEBPEMEHHOMY OOHAPYKEHHMI0 BO3JeiicTBHUS
BPEAOHOCHOI0 KOJa

OO011ecTBO ¢ OrpaHUUEHHON OTBETCTBEHHOCTHIO « Y paBisttomas komnanus «Onumn Kanuram» (nanee
— «Opranu3zanus») T0BOAUT 0 CBOMX KIMEHTOB HH()OPMAIIHIO O HEOOXO0IUMOCTH BBHITIOJTHEHUS CIEAYIOMINX MEp
3aIUTHl THPOPMAIIHH:

1. Mepsl 10 npeoTBPALICHUIO HECAHKIIMOHUPOBAHHOTO JOCTYIIA K 3alIMIIaeMoi HH(popMauu:

- UCKJIIOYEHHE JOCTYyNa MOCTOPOHHUX JIMIl K YCTPOMCTBaM, MOCPEACTBOM KOTOPBIX OCYIIECTBIISIOTCS
(hMHAHCOBBIE OTIEpAIIHH;

- UCIIOJIB30BaHME HA YCTPOMCTBAX UCKIIIOYUTENBHO JIULEH3HOHHOTO IIPOrPaMMHOI0 00eCIIeUeHUS;

- WCIOJB30BaHUE CHEIHANTM3UPOBAHHOTO MPOTPAMMHOTO OOECIeUeHHUs, 00ECIEUNBAIOIIETO 3allUTy
YCTPOHCTB OT BPEIOHOCHBIX MPOTrPaMMHBIX KOJIOB, MPUBOASAILINX K HAPYIICHUIO ITATHOTO (PYHKIHOHUPOBAHUS
CPEICTB BBIYMCIUTEIbHON TEXHUKH (AHTUBUPYCHBIX IIPOTPAMMHBIX KOMILJIEKCOB);

- peryispHoe OOHOBJIEHHE OE30MAaCHOCTH OIEPAllMOHHBIX CHCTEM YCTPOWCTB M aHTHBUPYCHBIX 0a3
JTAHHBIX aHTUBUPYCHBIX MMPOTPAMMHBIX KOMITJIEKCOB;

- aHTUBUPYCHBIA KOHTPOIB JF000W MH(MOpMAINK, MOIyYaeMOil W TepeqaBaeMoi C HCIIOIb30BaHUEM
YCTPOKMCTBA MO TEIEKOMMYHHMKALMOHHBIM KaHajaM, a Takke MH(OPMALUU HA MOAKIIOYAEMBbIX K YCTPOWCTBAM
CBEMHBIX HOCHUTESIX (MarHuTHBIX, CD-mauckax, DVD-nuckax, USB-Hakonurensx u T.11.);

- ofecrieyeHHE COXPAHHOCTH W CEKPETHOCTH ayTeHTH(PHUKAIMOHHBIX JaHHBIX Ui BXoJa B
MH(QOPMAaLMOHHBIE CUCTEMBI, a TAKXKE KITIOYEH AJIEKTPOHHON MOIHNCH;

- OrpaHWYeHHE BO3MOXXKHOCTH HMHCTAUIALMU B TaMATh YCTPOMCTB, C HCIIOJIBb30BAaHHUEM KOTOPBIX
COBEpIIAIOTCA JEHCTBUS B NENAX OCYIIECTBICHUS (MHAHCOBBIX OIEpalfif, MPOTpaMM W KOMIIOHEHTOB,
MOJTyYEHHBIX U3 HEHAIEKHBIX HCTOUHUKOB;

- IPEAOTBpAIIeHUE IPUMEHEHHUS YCTPOUCTB, UCTIOJIB3YEMBbIX 715l (YUHAHCOBBIX ONIEPALUiA, AJIsl pabOTHI C
COMHHUTENBHBIMHU U pa3BlieKaTeNbHBIMU caiiTaMu B ceTH VHTepHEeT (MTpOBBIE CaliThl, CAWThI 3HAKOMCTB, CANThI
pacrpocTpaHeHus! IPOrpaMMHOI0 00ecTIeYeH s, MyJIbTUMEINHHOIO KOHTEHTA, COLMANIbHBIE U (haillio0OMeHHbIe
CETH H T.IL.);

- IpeI0TBpAaIlleHIEe TTOAKIIIOUEHUS yCTPOHCTB, HCIIOIB3YEMbIX /ISl DUHAHCOBBIX ONepaIiii, K OTKPBITHIM
NyOJIMYHBIM ¥ HENPOBEPEHHBIM TPOBOJHBIM M OECHpOBOJHBIM ceTsiM (kade, OTenu, MapKW, BOK3aJbl H
a’pOTIOPTHI);

- 3ampeT 3amycKa/OTKpbITHs (DANIoB, 3arpyKEHHBIX ¢ HEHAJEKHBIX CAaHTOB B ceTH WHTepHET w/Wiu
MOJTyYE€HHBIX OT HEN3BECTHBIX a/IPECaTOB, WM B CIydae COMHEHUH B MIX TOUINHHOCTH;

- HCHOJB30BaHME HA BCEX YCTPOMCTBax (BKIIOYas ceTeBOoe OOOPYAOBaHHWE) M KOMIBIOTEPHBIX
IporpaMMax yYHHUKaJIbHBIX Naposiell JUIMHOW HEe MEHee 8 CHMBOJIOB, COCTOSIIMX M3 COYETAHHS CTPOYHBIX U
MPOTHCHBIX OYKB, IIM(pP U CHMBOIIOB, PEryJIApHAas 3aMeHa TapoJieii;

- 3ampeT (YHKUMHM COXPaHEHHMs JIOTWHA W Mapojisl B MaMsITH NPOrpaMMHOro odecreueHus - Opaysepa,
UCIIOJIB3YEMOTO IS 10CTYyINa K MHPOPMAIIMOHHBIM ccTeMaM (PMHAHCOBBIX OpraHu3alluii;

- B CIIydae TMOJ03peHUIl Ha BOZMOXKHYIO KOMIIPOMETAINIO (PacKpBITHE) Mapojel - He3aMe TuTeTbHasS
3aMeHa napoJjei.

2. Mepsl 1O MPeJOTBPAIEHUIO0 HECAHKIIMOHUPOBAHHOIO JOCTYMA 3JI0YMBIIUIEHHUKOB K 3aIUIaeMON
UHQOPMAITUY METOIaMU IICHXOJIOTHYECKOTO MAHUITYJIMPOBAHHS U COIIMATBHON HWHKEHEPHH:

- B ClTy4ae MoJTydeHus: 0OpalieHust OT UMeHHU (PHMHAHCOBOM opraHu3anuH (1o tenedony, mo 3JIeKTPOHHON
noyre M T.J.) C TpeOOBaHMEM CPOYHOI'O COBEPLICHUS KaKoro-nubo AeHcTBUs (Hampumep, 3abJI0KHpOBaTh
OIepaLuio, MOATBEPANTh CBOIO perucTpanuio / OOHOBUTH CBOM AaHHBIE JTHOO HOMEp TesnedoHa / MU3MEHHUTH
[apob, MOJYYUTh BBIUTPHINI / BBIIUIATY M T.I.) - PEKOMEHAYETCSl OTKAa3aThCS OT IpEIaraéMbIX CPOYHBIX
JNCHCTBUM, MPEKpaTUTh TeJaehOHHBIM pa3roBop JUOO HE OTBEYaTh Ha COOOIIECHHE 3JCKTPOHHOW IOYTHI;
HEOOXOIUMO COXPaHATh CIOKOHCTBHE M YpPaBHOBEIIEHHOCTb W KPUTHYECKHH TOAXOJ; HEO00XO0ANMO
CaMOCTOSITEIILHO TEPE3BOHUTE MIIM HAIKCATh JIEKTPOHHOE IMHMCBMO IO KOHTAKTHBIM JaHHBIM, YKa3aHHBIM Ha



ourmansHOM caliTe PMHAHCOBOW OpraHU3aLUH U YTOUHEHHUS 3alpalliiBaeMOro AHCTBIS, a TAaKXKe COOOIINTD
o ¢akTe oOpareHust OT UMEHH (GHHAHCOBOW OpTraHN3aIINH;

- HUKOT'JIa He COOOIATh JIFOOBIM JPYTUM JIMLAM WACHTH(GULIUPYIONIUE CBEACHHS 0 HOMepaxX OaHKOBCKHX
CYETOB (CUETOB JIETIO, JIMIIEBBIX CUETOB B PEECTpax BIaJelbleB IIEHHBIX OyMar U T.II.), CBOH JIOTHHBL, TAPOH 1
cBeieHus 00 yCTPOICTBaX, UCIOIb3YIOLIMXCS ATl OCYIECTBICHUS (PHHAHCOBBIX ONEpaLMid, 0 MOJEIISIX, BEPCUIX
OTIEpAIIOHHBIX CHUCTEM M TPOrpaMM, O mapamerpax ceTeBblx amantepoB (MAC- u IP-ampecax) m apyryro
MHQOPMAIHIO.

3. Mepsl 10 MPEeNOTBPAIIEHUI0 HECAHKIMOHMPOBAHHOTO [IOCTyNa K 3alUIIaeMo HH(pOpMAaIUH,
KOTOpbIe HEOOXOAMMO BBIIIOJHUTE NP yTpaTe KIMEHTOM YCTpOMcTBa (IOTepe, XUIIEHUH), C UCIIOIb30BaHUEM
KOTOPOTO WM COBEpIIANHCH JEHCTBUS B LENAX OCYIIECTBICHUs (UHAHCOBOW OIEpanuu, JMOO KIoYa
3JIEKTPOHHOH MOJINICH KINEHTA!

- KaK MOJKHO ObICTpee HpPEeANPHHSATh BCE BO3MOXKHBIE MEpBI IO BPEMEHHOH OJIOKMPOBKE NOCTyIa K
MHQOPMAIIMOHHBIM CHUCTEMaM M pecypcaM, 4epe3 KOTOpble C YTPayeHHOTO YCTPOWCTBA OCYLIECTBISIIMCH
(bMHAHCOBBIE OTIEPAIUH, AJISl Y4eTO HEOOXOIUMO 00paTuThCA B PMHAHCOBBIC OPraHU3ALUH 10 Tesie()OHAM HIIH 1O
9JIEKTPOHHOM IOYTE, YKa3aHHbIM Ha OQHUUUAIBHBIX CTPAaHULIAX CAaWTOB (DMHAHCOBOM OpraHU3alKMU WIH B
COOTBETCTBYIOIIMX HHCTPYKLUAX MO paboTe ¢ MHYOPMALMOHHBIMHU PECYpCaMu;

- BBIMOJIHUTH MPOLEAYPHl, YKa3aHHbIE B SKCIUTyaTAallHOHHOM MOKYMEHTAIlMd Ha BCE MpPOTrpaMMHOE
obecrievueHne, UCMONb3yeMoe MpU WH()OPMAIMOHHOM OOMEHE B ILEJSIX COBEPIIEHHUS (PMHAHCOBBIX OTEpAIlHiA,
BKITFOUAsl CPENICTBA KPUNTOrpadUIecKOl 3amuThl (JIEKTPOHHON TOJIICH) B CIlydae WX UCIOJIH30BaHHS (KaK
MOYKHO OBbICTpEe COBEPIIUTH JCHCTBUS MO OIOKUPOBKE / 3aMEHE 3JIEKTPOHHOW TOAIUCH);

- POBECTH MPOLENYPY 3aMEHBI MAPOJICH U IPyroi ayTeHTH(PHUKAIMOHHONH HHPOPMAIIHH, DIIEKTPOHHBIX
noanucedl B MH(QOPMAIMOHHBIX pecypcax (UHAHCOBBIX OpPraHU3allMi, B 3JEKTPOHHBIX MOYTOBBIX SIIHKAX,
WCIIOJIb30BaHHBIX paHee s oOMeHa mH(popManueil B LENsX OCYNIeCTBICHUS ()MHAHCOBBIX OMEpaIvid HIIH
MOITBEPKIACHHS CBOMX JAEUCTBUH (B TOM YHCIIE - TPU BOCCTAHOBJIEHUH MapoJeil).

4. Mepsl 1O KOHTPONIO KOH(MWUTYpallMd YCTPOMCTB, C WCIIONB30BAaHUEM KOTOPBIX KIMEHTOM
COBEpILIAIOTCA ACHCTBHSA B IIEJISIX OCYLIECTBICHUS (PMHAHCOBOM ONeparyu:

- CBOCBPEMECHHOE OOHOBJICHHE OIEPAlMOHHBIX CHUCTEM YCTPOWCTB, a TaKKe BCEro MPOrPaMMHOTO
obecrieyeHus, MOBHIIIAIOIIEr0 0€30MacHOCT;

- HCIIOJIb30BaHME Ha YCTPOWCTBAaX, WCHOJNb3YeMbIX IIsi (DMHAHCOBBIX ONEpalui, HUCKIIOYUTEIBHO
JMIIEH3UOHHOT'O TIPOTPAMMHOTO 00ECTICUSHNST;

- OTKa3 OT MPEJOCTaBICHUS MpaB aJMHHUCTPATOpA YCTPOWCTBA, TO3BOJSIONINX CaMOCTOSITEIHHO
BHOCUTb U3MEHEHUS B KOH(PHUTYpaLUIO YCTPONUCTBA;

- UCTONb30BaHHe (YHKUMHU MPeIBapUTENIbHONW aBTOPU3AlMKM Ha YCTPOWCTBAX M OJIOKMPOBKH SKpaHa
YCTPOKCTBA PH OTCYTCTBUH AaKTUBHOCTH.

5. Mepsl 110 cBOEBpEMEHHOMY OOHAPYKEHHIO BO3/IEHCTBUS BPEAOHOCHOTO KOJA:

- HCIOJIb30BaHME HA YCTPOHCTBaX HE MEHEe OJHOTO CHEUHAIN3UPOBAHHOIO MPOrpaMMHOIO
obecrieyeHus, 00eCTIeYMBAIOIIETO 3alIUTy YCTPOHCTB, C UCTIONB30BAaHHEM KOTOPBIX COBEPINAIOTCS ACUCTBHS B
HENSX OCYIIECTBICHHs (PMHAHCOBBIX OMepalyii, OT BPEIOHOCHOTO Koja (aHTHBUPYCHOTO IMPOTPaMMHOTO
KOMIIIEKCA);

- peryisipHOe OOHOBJIEHHE OE30MAaCHOCTH OIEPAIMOHHBIX CHCTEM YCTPOWCTB M aHTHBUPYCHBIX 0a3
JIAHHBIX aHTUBHPYCHBIX MTPOTPAMMHBIX KOMILJICKCOB;

- aHTHBUPYCHBII KOHTPOJb JI000M HWH(POpPMALUK, HMOITy4aeMON M MEepeAaBaeMOM C HCHOIb30BaHHEM
YCTPOMCTBA O TEIEKOMMYHHKALIMOHHBIM KaHajaM, a Takke MH(OPMALUU Ha MOAKIIOYAEMbIX K YCTPOHCTBAM
CBEMHBIX HOCUTEISIX (MarHUTHBIX, CD-muckax, DVD-nuckax, USB-HakonuTensx u T.11.);

- HacTpoiika aHTHMBUPYCHOTO MPOTrPaMMHOT0 0OECIIEYEeHHUS 110 YMOJIYaHUIO ¢ MaKCHMAJIbHBIM YPOBHEM
MOJIUTUK O€30MIaCHOCTH, HE TPEOYIOMINX NeHCTBUH MOIb30BaTENs IPH OOHAPYKEHUH BUPYCOB, IPU 3TOM JICUEHHUE
(ynanenue) 3apakeHHBIX (aiijloB JODKHO TMPOWU3BOJUTHCS AHTHBHPYCHBIM CpPEJACTBOM B aBTOMATHYECKOM
peKuMe;

- HAaCTpOHKa aHTUBHUPYCHOI'O MPOrPaMMHOTO OOeCIieueHHs AJsl aBTOMATHYECKOM MEepHOANYEcKoil (He
peke OJTHOTO pa3a B HEJENI0) TOJHOW MPOBEPKH YCTPOWUCTB HA MPEIMET HAIWYHS BHPYCOB H BPEJIOHOCHOTO
MPOTPaMMHOTO KOJIa;

- PY BO3HUKHOBEHHUH IOAO3PEHUS Ha HAJIMYME KOMIIBIOTEPHOro BHpyca (MPH3HAKU - HETHIINYHAS
pabota ycTpoicTBa, ponajgaHue / nospieHue (Gainos, 4acToe MOsIBIICHHE COOOIIEHUH O CUCTEMHBIX OLIMOKaX U
c005X, 3HAUMMOE 3aMeIJICHHE Pa0OThI, YBEINYCHHE HCXOSAIIET0/BXOAAIIET0 TpaguKa U T.I1.) PEKOMEHIYEeTCS
IPOBECTH JOTOJIHUTEIIFHBIE TPOBEPKH M MIPHOCTAHOBUTH paboTy ¢ (hmHAHCOBOI MH(MOpMAIel 10 yCTpaHEeHHS
npobiem;

- PpEKOMEHAyeTCs Iepe3arpyXkarb YCTpOICTBO HENOCPEACTBEHHO Iiepes; paboToil ¢ cepBUcaMu



(UHAHCOBOW OpraHu3alliy, a TAKXKE IMOCIIe 3aBePILEHHs ceanca paboThl C TAKUMH CEPBUCAMU;

- B ciyyae OOHapy>XeHWs aHTUBHPYCHBIM MIPOTPAaMMHBIM OOECTIedeHHEeM BpEIOHOCHOTO KoJia
PEKOMEHYETCsI ONPECIIUTh PEANOI0KUTEIBHYIO JIaTy €ro MOSBICHMUS (aTy MOSBICHUS 3apaXeHHOTO (haiina
U T.I.), TPOKOHTPOJIUPOBATh OTCYTCTBUE HECAHKIIMOHUPOBAHHBIX PACIIOPSIKCHHI M 3alPOCOB B (DMHAHCOBYIO
OpTraHM3aIHI0 OT CBOETO HMEHU 32 YKa3aHHBIN MEPHO/, U, IT0 BOZMOKHOCTH, TIPOM3BECTH 3aMEHY HUCITOIE3YEMON
B IEJIIX COBEPIIEHUS (MHAHCOBBIX OTepalnii ayTeHTH(hUKamOHHOW HHpOopManu (TTapoiu U T.11.);

- PEKOMEHAYETCS TIePUOJUYCCKH TIPOBEPSATh B CHCTEMax (pecypcax), IMOCPEIACTBOM KOTOPBIX
OCYIIIECTBISIOTCS (DMHAHCOBEIE OTIEpAIlNH, CTATUCTHKY CBOEH paboThI, CEaHCOB, 3allPOIICHHON WH(GOPMAIHIH,
CcOOCTBEHHBIX 3aIIPOCOB HA COBEPIIIEHUE OIIEPAINi; IMOSBICHNE HEOUEBUIHONH aKTUBHOCTH B JKypHajax paboThl
MOXET CBHJICTCIIbCTBOBATh O KOMITPOMETAIIMM PEKBU3UTOB JOCTYMA WIM HAJIUYHS BPEIOHOCHOTO KOJa Ha
YCTpOICTBE.



